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1	Decision/action requested
[bookmark: _Hlk163032691]Approve the pCR to TR 33.754[1].
2	References
[1]	3GPP TR 33.754: "Study on security aspects for Multi-Access (DualSteer + ATSSS Ph-4) ".
3	Rationale
This contribution proposes a new solution about doing access control for UPF in order to protect UPF from arbitrary access threat.
4	Detailed proposal
*** Start of 1st Change ***
6.Y	Solution #Y: Access control for UPF
[bookmark: _Toc151726810]6.Y.1	Introduction 
This solution addresses key issue #1 and key issue #X. 
This solution requires the UPF to establish an access control list (e.g. like the packet filter set defined in clause 5.7.6 of TS 23.501) for ATSSS-lite scenario during the PDU session establishment procedure and reject the request if the packets from UE through NIN3A can not fullfill the access control list.
[bookmark: _Toc151726811]6.Y.2	Solution details
In simplified ATSSS architecture, there is an assumption that UE will establishe connection with network and establish PDU session using 3GPP access. In that case, before UE connects to UPF through NIN3A, UPF can obtain some information for the UE and the specific session (e.g. UE ID, PDU session ID, etc.) and allocates some IP address for the session (e.g. the UE IP address used for the session of 3GPP access, the UE IP address used for the session of non-3GPP access, the UPF public IP address for the session of non-3GPP access, etc). So, UPF can enhance the access control item in its access control list for this session’s packets from NIN3A based on these informations. The following pareameters can be added to the access control list:
- UE IP address/IP address prefix,
- UPF IP address/IP address prefix,
- UE ID which will be used as the identifier of the UE over the non-3GPP access,
- PDU session ID.
NOTE 1:	If the UE ID can correspond to a specific PDU session for the UE, PDU session ID may be not needed.
[bookmark: _Toc151726812]6.Y.3	Evaluation
TBD

[bookmark: _Toc151726809]*** End of 1st Change ***


